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General data protection regulation is a union to empower and protect the privacy of data. 

It is concerned with how data is harmonized in one place across organizations. It is useful as it 

shapes the way different organizations and residents handle data privacy whenever they work in 

the world (Chassang, 2017). There are well-thought principles that guide the functioning of 

GDPR. Some of the principles are being purposed limited, enhancing confidentiality and 

integrity, and accuracy among others. The union additionally has rights like the right to be 

informed, to restrict processing, and even the right to ratification. 

GDPR security program has its importance in the enhancement of information security. It 

increases employer's responsibilities and obligations about how they use, collect and protect 

personal data. According to (Goddard, M. (2017) It also helps digital marketers to be able to 

process data that they require most. Such tasks are media easier by the GDPR security program 

as it allows the legal justification of processing collected data. Another importance of GDPR is in 

protecting the personal privacy and data of people in an organization. 

An organization can freely incorporate general data protection regulations as one method 

of enhancing information security. Including GDPR starts with bringing the organization 

procedures practiced internally in alignment with privacy policies. All the customers, employee, 

and supplier contracts are then reviewed and an update is informed to them. The securing of 

personal data takes place through the use of technical and organizational measures (Bieker et al., 

2016). The data is then verified and confirmed to comply with the requirements of the GDPR. 

Several things are done and put in place to ensure compliance to GDPR by an organization. One 

of the things necessary to be done is to raise awareness across one's business about the security 



program that is to be adopted. The next step involves auditing all personal data of the workers to 

ensure that all information is captured. The procedures that support individual rights are then 

reviewed to ensure the security applied is accepted by everyone involved. Lastly, the way of 

supporting access to requests is outlined clearly for everyone.  

Instituting GDPR requires obtaining allowance from relevant bodies. One of them is a 

competent supervisory body (Regulation, 2016). A lot of money is paid to obtain the certification 

and documentation. Some of the policies that must be in possession before being confirmed as a 

GDPR compliant are personal data protection policy that is the article 24. Another important 

document is the privacy notice that is contained in articles 12, 13, and 14. To add to that, the 

employee privacy notice and data retention notices are very important when aligning with the 

GDPR security program in an organization. 

According to (Lachaud, 2016) a security program has rights that are to be shared with all 

of its clients. The eight rights are the right to be informed where they are given the freedom to 

get information. No one is supposed to deny them that. Another right brought by the security 

program is the right to access. Access to their data is allowed and guaranteed any time they deem 

necessary. A right to object is essential and it gives the clients a chance to speak up for 

themselves in times they feel mistreated or whenever they feel their information is at stake. The 

security program in the organization further guarantees the right to restrict processing. It is 

therefore a personal willingness to continue processing their information and lastly, it offers the 

right to data portability where it can be carried and transferred from one location to the other. 



In conclusion, General data protection regulation is a very useful security program. When 

adopted for use in an organization it's beneficial as it offers privacy to personal data. In addition 

to that, it offers the guarantee of up to eight rights enjoyed by the clients like the right to object 

and that one to be informed. It is a security program that requires creating awareness to the 

people within the organization upon its adoption. Personal data of everyone is then taken. The 

security program has the advantage of applying to virtually any context. 
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